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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(¢c) CPNI Certification
i-wireless, LLC
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), 1-wireless, LLC hereby submits its Annual
64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

. ,fj-.}.\/[. Steinhart
Atyérney for

i-wireless, LLC

Enclosures
ce: Mr. Patrick McDonough
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I, Patrick McDonough, Chief Financial Officer of i-wireless, LLC, certify that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the Commission’s CPN1 rules. See 47 CF.R §
64.2001 et seq.

Attached to this certification as Exhibit “A” is an accompanying statement explaining
how i-wireless, LLC’s procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 ef seq. of the Commission’s rules.

/M& /W%%

Name: Patrick McDonough ./
Title; Chief Financial Officer

FCC Annual Filing
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~ Annual 47 C.F.R. § 64.2009(e) CPNI Certifieation

EB Docket 06-36

i-wireless, LLC has not taken any actions (proceedings instituted or petitions filed
by a company at either state commissions, the court system, or at the Commission against
data brokers) against data brokers in the past year. Companies must report on any
“information that they have with respect to the processes pretextets are using to attempt to
access CPNI, and what steps companies are taking to protect CPNL

i-wireless, LLC has not] rccewed any customer oomplamts in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company
has received related 1o unauthorized access to: CPNI, or unauthorized disclosure of CPNI,
‘broken down by category or complaint, e.g., instances of improper access by employees, .
. instances of improper disclosure to individuals not authorized to receive the information,
‘or instances of improper access to online mf‘ormatlon by individuals not authorlzed to
view the mformatmn) ‘

- Patrick McDonough Chief Fmancm Ofﬁcer

CURCC Annual Filing
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Annual 47 C.E.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Exhibit A

i-wireless, LLC
Compliance Requirements



i-wireless, 1.LC
One Levee Way, Suite 3104
Newport, Kentucky 41071

Compliance Requirements

twireless, LLC ("Company®} maintains the following operating procedures to ensure compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission’s rules,

Seetion 64,2008 Use of customer propriefary network information without customer
approval.

(a) Any telecommunications carrier may ne, disclose, or permit acoess to CPHNE for the purpose of
providing or madeting service offerings smong the categories of service (L.e,, local, interexchange, and
CMRS) o which the customer already subscribes from the same carrier, withont customer approval,

(1} I a felecommunications carrier provides different categories of service, and a customer
subsoribes to more than one category of service offered by the catrler, the carrier I8 pumitted fo share
CPN] among the carrier’s effiliated entitics that provide a service offering to the customer.

2y 1f & telecommunications carrier provides different categorios of service, but a custower does
not subscribe fo more than one offering by the carrier, the carrler Is not pexmified to share CPNI witk its
affiliates, except a5 provided in §64.2007(b).

(b} A telecommupications carrier may not use, disclose, oF permit aceess to CPMI fo marketto &
customer service offerings that ave within a category of service to which the subscriber does not already
subscribe Gom that cmrrier, wnless that carrier has customner approval to do so, except as desoribed in
paragraph(c} of this section,

(1) A wirekess provider may use, disclose, or permlt access to CPNI dextved from Ity provision of
CMRSE, without eustomer approval, for the provision of CFE and informetion service(s). A wireline carrer
may use, disclose or permit access to CPNI derived from its provision of loeal exchange service .or
inferexchangs service, without customer approval, for the provision of CFE and call answerlng, volce mail
or messaging, veice storage and retrieval services, fax store and forward, nnd protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identify or
track oustomers that call competing servics providers, For example, a local exchange carrier may not use
Iocal service CPNI 1o track all customers that call local service competitors,

(©) A telesommunications carrier may use, disolose, or permit access to CPNI, withont customer
approval, as described in this paragraph ().

{1} A telecommunications carrier may use, disclose, or permit access to CPMY, without customer
approval, in its provigion, of inside wiring installation, mabntenance, and repait services,

(2} CMRS providers may use, disolose, or permit access to CPNI for the purpose of conducting
research on the hiealth effects of CMRS,



(3} LECs, CMRS providers, and interconnected VolP providers may uge CPINI, withoit custoner
approval, te market services formerly known as adjunct-to-basic services, such as, but not limited to, speed
dialing, cemputer-provided diveciory assistance, call moniioring, vall tracing, cell blocking, call retun,
repest dialing, call tracking, call waiting, caller 1D, call forwarding, and ceriain Centrex featurss.

{d} A welecompmunlcations carrler may use, disclose, of permit accesy to CPNL to protect the rights
ot propexty of the varrier, or fo prolect users of those services and other carriers from fraudulent, abusive, or

unlawiul use of, or subscription to, such services.

The Company hes adopted specific CPNI policles to ensure ety i the absence of vusiotrer approvel,
CPNT iy guly wsed by the Company o provide or murher service gfferings among fhe categories of
service {he, Iocal, inferexchange, nud CMRBS) io which the cusivwmer already subscribes. The
Compuny'’s CPNI palicies prohibit the sharing of CPNI with affitinted companies, excep! gs pormitted
wnrder Rule 64.2005(a)(1) or with customer epproval pursuant te Rule 64.2007(b). The only exceptions
o these policies are oy permitted under 47 US.C. § 222(d) and Rule 64,2005,

Section 642007 Appraval required for use of custriner proprietary network information.

{aj A tslecommunications carrier may obtain spproval through written, oral or electronic
methods,

(1) A telecomrounications cartler relying on oral approval shall beat the burden of demonstrating
that such approval has heen given o compliance with the Commission’s rules fn this part.

2) Approval or disapproval to use, disclose, o permil acvess 10 a customer’s CPNI obtained by &
telecormununications carzier rust remain in offeet until tha customer revokes or limits such spproval or
disapproval,

(3} A telecommunicetions carrier must meintain records of approval, whether oral, wrilten or
glectronie, for at least one year,

Tz adt clircumstances where customer approval is reqidred fo use, disclose or persalt aovess to CPNI the
Camparny's CPNI polictes requive that the Company obtain customer opproval through written, oral or
clecironic methods In compliunce with Rule 64.2007. A customer's approval or disappraval remaing in
gffect unnil the customer revokes or imits tie appravai or disapprovel. The Company maimtaing records
of customer approval (whether written, oval or slecironic) for o minipnm of one penr.

) Use of Opt-Crt and Opi-In Approval Processes. A Wlecommunications carrier may, subject
o opt-out approval or optdn approval, use its customner’s individually identifiable CP'NI for the purpese of
marketing communicationselated services to that customer. A telecomruunications carrier mey, subject to
opt-out approval or opt-iy approval, disclose its customer’s mdividually identifiable CPMY, for the purpose
of marketing communications-relaled services to thal customer, o its agents and its affiliates that provide
communications-related gexvices. A telecommunications carrier may also permit such person or entities to
oltaln access to such CPNI for such purposes. Except for wse and discloswre of CPNI that is permitted
without eustomer approval uider sectlon §64.2005, or that is descyibed in this pavagraph, or as otherwise
provided in gection 222 of the Communications Act of 1934, a5 amended, & telecommunications carrler
may ouly use, disclose, or permit access to its customer’s individually identifiable CPNT subject to opt-in
approval,

The Company does not use CPNI for any purpose (cluding marvketing comsmunications-reluled
services) and does no¥ disclose or grant acceys fo CPNY to any panty (including (0 agents or affiliates that
provide commuications-relmed sarvices), except as permitted under 47 USC § 222(d0) and Rule
64. 2005,



Section 64.2008 Rotice regquired for use of customer proprietary vetwork information,

{#)  Notification, Generally, (1) Prior to any solicitation for customer approval, a
teloootmnunications carrier must provide notification to the customer of the cusiomer’s right o restrict use
of disclose of, and access to that customer’s CPRL

{2) A teiecormmunicalions carrier must melntain records of nofification, whether oral, written or

elETironic, 101 8 1eas one Year.

) Individual notice w0 oustomers must be provided when soliciting spproval (¢ use, disclose, or
permit access to customers” CFMIL

¢y Content of Notiee, Custerner gotiffcation mugt provide sufficient indormation o snable the
customer to make an informed decision as to whether fo permil v carrier o ose, disclose, or permit access
to, the customer’s CPNL

{1) The notification must sfate that the customer has & right, and the cmerler has a duty, under
federal Iaw, to protect the confidentiatity of CPN.

(2) The notification must specity the types of information thar constitute CPNT and the specific
entities that will roceive the CPMY, describe the purposes for which CPN{ will be used, sud inform the
custemer of his or her right to disapprove those uses, and deny ov withdraw access to CPNI at any fima,

(3) The notification niest advise the cogtomer of the precise steps the cosforser must take in order
to grant or deny access to CPNI, and must ciearly state that a denial of approval will not affect the
wovision of any services to which the customer subseribes. However, carriers may provide a briel
statement, i3 a clear and neutral lunguage, describing consequences direotly resubing from de lack of
acoess to CPAL

(@) The notification mwst be comprehensible and must not be mizleading.

(5 If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed i1: an area so a3 to be readily apparsnt 10 a customer.

(8) If any portion of & notification is feamslated nto another language, fen all portions of the
notification must be translated into that Jangrage.

{7 ) A tarrier niay state in the notification that the customer's appreml to use CPNY may enbance
tho carrier’s ability to offer products and services laflored to the customer’s needs. A carrier also mny state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer

(8} A carvier may not include & the notiffeation any staternent attempling to epcourage a cuslomer
1o freeze third-party access to CPNL

{9 The notification must state that any approval, or danfal of apprwat for the use of CPNI
outside of the service fo which the customer already subseribes frora that carrier Is valid uniil the customer
afiirmatively revokes or Limits such approval or denial,

{10 A telecommunications carier’s solicitation for approval must be proximate to the
notification of a customer’s CPNI rights.

The Company's CPNI policies reguire that customers be notified of their rights, and the Companp’s
abligutions, with regpect io CPNI privr fo any solicitavion for custopset approvel. ANl required custorar
notices (wirether writteys, oral or electronic) cnmply with the requirements of Bule G4.2008. The



Conpany maintains vecords of all reguired enxtomer natices (wheiher writter, oril or elecironic) for a
mrirdmnn of one year,

(&) Notice Requiremenss Speclfic fo Upt-Out. A telecomymimications carrier must provide
notification t© obfain opr-out approval through electropic or waitten methods, but not by oval
comununication (except as provided in paragraph (f} of this section). The coutents of any such notification
mast comply with the requirements of paragraph (o) of this section.

{1) Carrers nust wait a 30-day minimuin poriod of time after giving customers notice end an
opporiunity ke apt-oul bufore assuming custorer approval fo use, disclose, or permil aceess o CPNL A
carrier may, It ifs discretion, provide for a longer period.  Carrlers must notify customers 38 to the
epolicable waiting perilad for # respense before approval is essureed,

(i} Tn the case of ap electronic forn of notification. the waiting period shall begin to run from the
date on which the notification was sent; snd

() In the case of notification by mall, the waditing period shall begin to run on the thivd day
following the date that the rotification was mailed.

(2} Carriers wsing the opt-out mechanism must provide notses to thelr customers every Lwo
Ve,

{3) Telscommanicstions carrivrs that ase e-mail fo provide opt-out notices must comply with the
foliowing resuiverments in addition to fhe vequirements generally applicable to notification:

(fy Carriers must obtain express, verifiable, prior approval from consumers to sead notices via ¢-
mail regarding their service in general, or CPNIin particular;

(ify Carriers must allow customers to reply divectly to e-mails containing CPRNI notices i onder to
opt-out;

(il Opt-out e-mail notices that ere returtied 10 the carrder as undelverable must be sent to the
-customer in another form before carriers may consider the custormer to have received notice;

{iv) Carricrs that use c-maii to send CPNI notices must enswre that the subject Hue of the message
clearly and aconrately identifies the subject matter of the e-mail; and

(v) Telecommunications carriers must raake available to every customer a method fo opt-out that
is of no additional cost to the customer and thet is available 24 hours a day, seven deys g week, Carriers
may satisfy this requirement throtgh a combination of methods, se long 22 all customers have the ability ta
upt-out al no vost and ure able to elfecinale that choice whenever they chooss.

The Company dees nol currenvly solicit "opt oul” customer approval for the use or disclosure of CPNI,
The Company does not use CPNY for any purpose (inchuding masketing compainications-related
services) and doss pof disclose or grant gecess 1o CPNI to any poarly (ncluding 10 agents or affiliaies that

provide connmunications-related servivey), except as permitted under 47 USC § 222(d) and Rule
64,2003,

(e) Notlce Regtiiremerts Speeific fo Opt-dn. A telecommunications carricr msy provide
notification to ebtain opt-in npproval through oral, written, or electtonic methods, The contents of any such
notificatios must comply with the requirements of paragraph (¢) of this section,

The Companiy does kot currently sofickt "opt " custormer approval for the use or disclasure of CPNL
The Company does rot use, disclose or grant access fo CONI for any purpose, o wwy parly of in any
manner hat would require @ onstouier's "opt " approval under the Commission’s CPINT Rules.



{fy Notice Reguirements Specific to One-Time Use of CPNI. (1) Carriers may wse oral notice to
obtain limited, one-time use of CPNI for inbound and outbound customer teiephone contacts for the

duration-of the call, regardiess of whether carrlers vse ept-out of opt-in approval based on the patwre of the
confsct.

{Zy The contents of any such notification must comply with fhe requirements of paragraph (¢} of
thiz saction, except that telecommunications carviers muy omit any of the following notice provisions if not

relevant fo the e U85 FOF Wiich the carrier SEeks bk

(1) Carriers need not advise customers that if they huve opted-oui previously, no action js needed
to maintain fhe opt-out elsction;

(i) Carriers nesd not advise costorsers that they may share CPMI with their affiliates or third
parties and need not name those entities, if the limited CPNI usage will not result i vae by, or disclosure
to, an affiliate or thivd party;

(i Carriers need not disclose the meaus by which a customer can deny or withdraw fitnre access
to CTMI, so long #s carrlerg explain to cesfomery that the scope of the approval the carrier seeks is limiied
to one-time use; and

(i) Carriery may omkt disclosure of the precise steps & customer must take In order to grant or
deny access to CPNJ, as long as the carizy clearly communicates that the customer can deny acoess to his
CPNI for the call,

In instunces where the Company seely vne-time castomer approval for e uye or disclosure of CPNI,

the Company ebtaing sweh approvel i accordance with the discloswres, wmethads and requirements
contebred in Rule 200800

Seetion 64,2069 Safepuaris required for use of customer proprietary vetwork mformation.

{z} Telecomumunicationy carriers ost uplement o system by which the atetus of 2 customer’s

ALPNE approval can be clearly established prior o the use of CPNL

The Company’s biiling systesn allows awlharized company personinel to eosily determine the steins of a
castormer’'s CPNI approval on the customer accouni sereen pricr (o the wse or disclostive of CPNL

(o} Telsconununications carriers mest train their persomnel as to when they are and arve not
guthorized (o use CPNI, and carriers raust have an express disciplingry process in place.

The Company has estoblisiverd CPNI compiinnce policies that include employer frainiog on resirictions
on the wse and disclosure of CPNF and required safeguards to profect agoinst wnauthorized use or
disctosure of CONE Bmployees hove signed that they auderstond the CPNT polivies ond « vinlation of
those poticies will result in disciplinery action,

(¢} Al carriers shail maintain & record, electronically or in some other manner, of their own and
their affiliates’ seles and murketing campaigns that use their customers” CPNL Al carriurs shall maintain @
record of all instances where CPNI was disclosed or provided to thind parties, or where third parties were
allowed zecess to CPNI. The record must include 2 description of each campaign, the specific CPNI that
was used in the campaign, and what producis and services were offered as a part of the campaipn. Carriers
shall retain the record for a minimum of one year.

The Company's CENI policies regnive that all sales and marketing campalgns including those ntifizing
CPNI be recorded and kept on file for ot leust one year. Records ure also maintained for disclosure or
aecess to CPNI by third parties. The records inchude the reguired information listed in Rule 64.200%(c).

A5



{d} Telecommumications carriers must establish a supervisory review process regarding cerrier
compHance with the rules in this subpart for out-bound marketing siations and maintain records of carrier
compliance for & minimum period of one year. Spccifically, sales personnsl must obtein supervisory
approval of any proposed out-bound marieting request for customer approval,

The Company’s CPNI policiey require employees (o obtaln approval from the Company’s CPNIT
Compliance Qfficer Jov ail merketing compaipns, Incinding those ufitizing CPNL prior 1o initiating that

campaigi.  Record of the markeling compalgrs, along with the apprepriate supervisory apgroval is
mintained for «f least one year.

(e} A telecommunications carrier smust have sn officer, a3 an sgent of the carrier, sign and fle
with the Comumission a corapliznce certificate on an anouzl basis. The officer must state in the certification
that he or she has personal knowledge thet the company hey established operating procedares thar ave
adequate to ensure compliimce with the rules in this subpart  The cawier roust provide a slatement
accompanying the cerfifierte explaining how ils opersiing procedures ensure thar B s or is not I
sompliance with the rules in this sebhpart.  In addition, the carrler must mclude an explavation of any
actions taken againgt data brokers and a suninary of all customer complaints recefved in the past year
concerming the unanthorized release of CPNL This filing rrust be made ansually with the Bnforcement
Buoreau on or before March 1 in BB Docket No, 06-36, for data pertaining to the previous calendar year,

The required officer certification, actions taken against datu brokers and summery of customer
complaint docurents ave incladed with this eccompmnying statement,  Tlre Comprny will file these
documents on er ankad hasts on or before March } for dude periaining to ihe previous calendar pear.

(fy Carriers must provide writlen aotice within five business days to the Conunigsion of any
instance where the opt-ont mechanisms do not work properly, 1o such 2 degree Hiat consumers” inability fo
opt-ont is more than an anomaly.

(1} The notice shall be in the form of a letter, and shal include the carrier’s name, a deseription of
the opi-cut mechanlsmis) used, the problems(s) experlenced, the remedy proposed and when it will be/was
implemented, whather the relevant state commission(s) has been notified and whether il has taken eny
action, & copy of the notive provided ta customers, sud cootact iformmation.

{2} Such notice must be submnitied even if e catrier offers other methods by which consumers
oAy opt-out,

The Company does not currently solict “opt out” castorner approvel for the use or disclosure of CPNI,
Section 64.2016 Safeguards on the disclosure of customer proprietary network information,

(3) Safeguarding CPNI. Telecornmuynications carsiers must take reasonable messures to discover
and protect agsinst atterpis to gain enauthorized sceess to CPNL Telecoramuuications carriers minst
properly authenticate a customer prior to disclosing CPNI pased on customer-initizted telephone contuct,
online accoun access, or an in-store visit,

The Company’s CPNT policies and employee truining nclude reasonable measures to discover and
profect against acfivity that Is indleative of pretexting and employees are Instructed lo notify the CPNT
Cumplianee Qfficer if any sweh activily i3 suspecied.

) Teiephone aceess w CPNL  Telecommunications carriers may only disclose csll detail
information over the telephone, besed on customer-initizted telephope contact, if the customer fivst
provides the carrier with a password, s described in peragraph (o} of this section, that is pot prompted by
the cartier asking for readily available biographical information, or account infosmation. If the customer
dues not provide & password, the telecommundcations carrler inay only disclose call detafl information by
sending it to the customer’s address of vecord, or, by calling the customer at the telephone number of
record, 11 the customer Is able w provide call detall information to the telecommunications carrier during a



cusiomer-initiated calt without the ielecnmmanications carrier’s assistance, then the telecommunications
oarrier is permitted fo discuss the call detall information provided by the customer,

The Company's CPNJ policies ensure that a customer is only able to access calf detali information over the
felephone in one of the ways listed In Rule 64,2010(b). H the customer cannotf remember thefr password, they can
have their password texted fo their phone. The password is not based on readily avaliabie bicgraphical
information or account information. Customer service representatives are instructed o authenticate cusiomers
over the felephone in all instances except in the case where the customer provides the caif detaif Information
without the assistance of the Company.

{6} Onling accesy to CPNI, A wlecommunications carrler must authenticate & customer withow!
the use of readily available biographical information, or account informavion, prior to allowing the
gustomer online access o CPNI refated to a telecommunicalions servipe account. Once autheniicaied, the
customer may only obtain online acesss to CPNI related 1o 2 telecomununications service account throngh a
pessword, as described in paragraph () of s section, hat is not prompied by the carrier asking for readily
available blographical information, or account information.

The Customer must snter their phone number and password. If the custfomer does not have a password, they can
have It texted to thelr phone,

(d) In-Store access to CPNL A telecommuications cartier may disclose CPNL o a custormer
who, at g carrier's reiail location, first presents to the telecommunications carzier or ifs agent a valid photo
I matching the customer’s account information.

There are no retalf locations.

(€} EBstablishment of & Password and Back-yup Authemication Methods for Lost or Forgotten
Pagswords. To establish g password, 2 telecommuuications carvien must anthenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
naay create a back-up customer awhentication method i the event of & lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available hiographical
oformetion, or aceomy informstion. I a customer cannot provide the comect password or the correct
response for the back-up custamer anlhentication method, the customer must establish a new password as
deseribad in this pavagraph.

The Company’s CPN| policies alfow for a few ways to estabilsh a password, all of which ensure compliance with
the above paragraph. in no event does the Company use readily available biograp hical information or avcount
information as a back-up question or as & means to estabiish a password or authenticate the customer.

{0y Notification of acvowsl changes.  Telecommunications carrfers must notify customers
irmmediately whepever a password, custonier rasponse to a back-np means of authentication for lost or
forgotien passwords, online accow, or address of record is created or changed. This notification Is not
reguired when the customer initiates service, including the selection of a password at service inifiation,
This notification way be throngh & catrier-originaied voicemall or text message to the telephone number of
record, or by mail to the addrese of record, and must not reveal the changed informatiou or be sent fo the
new geoount information.

The Company immediatefy maifs owt the notification to the address of record (never a new address) when required
by Rule 64.2010(f). The content of the notification compliies with the requirements of Rule 64, 2010(F).



(g} Buwsiness Customer Exemption. Telccongnunications carrdsrs muy bind themselves
contractuaily fo authentication regimes other than those described in this seotion for sarvices they provide
to their business sustomer that have both 8 dedicated account representative and & contract that specifically
addresses the carriers’ protection of CPNL

The Conpany does not wiilize fhe businesy custower excepfion at iy e,

Section 64,2011 Notification of eostomer proprietary unetwork informaiion security
breaches.

(&) A telecommunications carcier shall notify law enforcement of & breach of its customers” CPI
as provided in this section. The carvier shall not notify its customers or disclose the bresch publicly,
whether voluntarily or under state or local Jaw or these rules, wntil it has completed the process of notifying
Iaw enforcement pursuant to paragraph (b).

{b) As spon as practicable, and in no event later than seven (7) businass days, after reasonable
determination of the breach, the telescrninunications cartler shell electronicatly notify the United States
Secret Service (LF585) and the Federal Bursan of Investigation. (FBI} through a central reparting facility.
The Commission will maintain a link to the reporting facility at hitp:/iwww. foc.govieb/oom.

{1} Netwithstanding any state law fo the cophiary, the ¢mrier shall not notify customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI excent as provided in paragraphs (2 and (3).

{23 If the carrier belicves that there i an extraordinarily urgent need to notify any ¢lags of affestad
custoraers sooner than otherwise allowed wnder paragraph (1}, in order to avold mmediate and jrreparable
harny, it shall o indicate i its petificsiion and my prooceed to umedintely notily is alfected customers
only after consuliation with the relevant investigating sgency. The carrier shall cooperate with the relevant
investigating agency's reguest to winimize any adverse effects of such customer notification.

3y I the relevant rvestigeting agency determines that the public discloswe or notice to
eustomers wonld impsde or compromise an ongoing or potential criminal investigation o national seourity,
such agency may direet the carrier not 1o %o disclose or notify for an initial period of up to 30 days. Such
period may ve extended by the agensy as reasonable necessary in the judpment of the agenoy, If such
direction is given, the agency shall noiify the carter when it appears that public disclosure or notice @
affected customers will no longer peds or compromise a eriminal investigation. or national security, The
agency shall provide in wiiting its initial divection o the carrior, any subseguent extengion, and any
notification that notice will ne longer impede or compromise a orinzinal investigation or national security
and sucks writings shall be contemporanenusty Jogged on the same reporting fecitity (hat condaing records of
notifications filed by carriors,

{¢) Recordheeping. Al carriors shall maintain a record, electronicaily or in some other mannar, of
any breaches discoversd, netification made to the USSS and the FBI pursusnt fo paregraph {b), and
notification made fo customers. The record must include, if avallable, dates of discovery and notification, 2
detailed description of the CPNT that was the subject of the breach, and the clrcumsisnees of the breuch,
Carviers shall retgin the record for a mindmum of 2 years.

The Company has policies and procedures in pluce to ensdare complance with Rule 64,2011, When it is
veasonably determined that a breack hes occnrred, the CPNT Compliance Officer will notify fuw
anfercernent and its customer in the required timeframes. A record af the breach will be mointninegd for
o pinlmarr of twe  years and will inctwde ail information required By Rule 64.2011



